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KURZFASSUNG 

Die Zunahme des globalen Energieverbrauchs führt zu neuen Herausforderungen unter 

anderem, wie der Notwendigkeit die elektrische Versorgungssicherheit zu verbessern, 

die alte Infrastruktur zu erneuern oder die Integration von verteilten nachhaltigen Ener-

gieressourcen. Der erhöhte Verbrauch führte zu einer Erhöhung der Treibhausgasemis-

sionen aufgrund Verbrennung von fossilen Treibstoffen. Als Antwort auf diese Auswir-

kungen, gewinnt das Konzept des Smart-Grids (intelligente Stromnetz) an Bedeutung. 

Dieses Konzept umfasst verschiedene Ansätze wie intelligente Reaktion auf die aktuelle 

Nachfrage, Hausautomation, neue Messsysteme, elektrische Speicherung und Informa-

tions- und Kommunikationstechnologien. Moderne Smart-Grids benötigen einen bidi-

rektionalen Fluss an elektrischer Energie und Information, die ein automatisiertes Ver-

teilnetz ermöglichen. Deswegen sind Informations- und Kommunikationstechnologien 

die Ecksteine der Implementierung des Smart-Grid-Konzepts. 

Das Hauptziel dieser Masterarbeit sind die Implementierung und die Entwicklung der 

notwendigen Kommunikationstechnologien für den Betrieb eines Smart-Grid-

Demonstrators. Dieser fokussiert sich auf die Optimierung des elektrischen Konsums 

von Haushalten durch flexible Lasten. Um verschieden Lasten zu kontrollieren wird ein 

Schalter mit Funk Kommunikation,  integrierter Energiemessung und Schutz Funktion 

vorausgesetzt. Die Kommunikation findet zwischen den einzelnen Geräten, wie Smart-

Meter (intelligenter Zähler) und einer sogenannten „local intelligence“ und einem Ga-

teway statt. Dieses Gateway sammelt und interpretiert alle Messungen von diesen Gerä-

ten. In dieser Arbeit wird das Konzept der Nachfragereaktion in einem Netzinformati-

onsmodell berücksichtigt. Dieses Modell ist basierend auf dem Ampelmodell für Vertei-

lungsnetze zentriert, das den Status des Netzes nach einer bestimmten Farbe (grün / gelb 

/ rot) wiedergibt. Richtlinien, die das Maximum oder Minimum der Wirkleistung des 

Stromkonsums Haushalt limitieren, sind ebenfalls integriert. Die Kommunikation des 

Netzinformationsmodells wurde durch ein Smart-Meter-Modell unter Verwendung ei-

nes Standardprotokolls realisiert. 

Eines der Hauptergebnisse dieses Projektes ist, dass ein Jahr der Haushaltsbelastung 

und der lokalen Erzeugung während 14 Tagen simuliert werden kann. Die Diplomarbeit 

bringt neue Ansätze für die Entwicklung des Netzinformationsmodells und der Wech-
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selwirkungen mit den Endverbrauchern. Darüber hinaus werden Empfehlungen für die 

weitere Umsetzung dieses Modells gegeben und die Verbesserung des Smart Grid De-

monstrators mit realen Lasten betrachtet. 
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ABSTRACT 

The increase of energy consumption globally introduces different challenges such as 

improving the availability of electricity supply, refurbishment of infrastructure and the 

integration of distributed energy resources, among others. Further, the energy consump-

tion leads to the generation of greenhouse gas emissions due to the burning of fossil 

fuels. In response to these factors discussed above the concept of smart grid arises 

which is a way to integrate renewable generation in large scale. This concept embraces 

different approaches such as demand response, home automation, advanced metering, 

storage and information and communication technologies. Upcoming smart grids will 

require a bi-directional flow of electricity and information to provide an automated and 

distributed energy delivery network. That is why information and communication tech-

nologies are the cornerstones for the implementation of this concept. 

The pursued main outcome of this thesis is the implementation and development of the 

necessary communication technologies for operating a smart grid demonstrator. This 

demonstrator focuses in the optimization of consumption in households by using flexi-

ble loads. In order to control different loads, a wireless switching actuator with energy 

measurement and protection is considered. The communication is done between exist-

ing devices such as smart meter and local intelligence with a gateway that collects all 

the measurements from the devices and interpret them. In this thesis, the concept of de-

mand response is taken into account based on a grid information model. This model is 

centered on a traffic light model for distribution grids which reflects the status of the 

network according to a specific color (green/yellow/red). Guideline conditions with the 

maximum and minimum active power limits are also included. The communication of 

the grid information was realized through a smart meter model with the use of a stand-

ard protocol.  

One of the main outcomes of this demonstrator is that one year of a household load and 

local generation behavior can be simulated during 14 days. The thesis brings new in-

sights for the development of the conditions required for the grid information model and 

its interaction with the end consumer. Moreover, recommendations for further imple-

mentation of this model are proposed and the improving of the smart grid demonstrator 

with real loads is also considered. 
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1 INTRODUCTION 

1.1 BACKGROUND 

Global energy consumption has increased considerably accompanying economic 

growth. This increase is reflected in the electricity sector, which is critical for social 

progress in the twenty-first century. As a result of that, greenhouse gas emissions have 

increased. For that reason “the EU [has] committed to reducing greenhouse gas emis-

sions to 80-95% below 1990 levels by 2050” [1, p. 2]. In this sense, the way to organize 

production and manage electric power, as well as its distribution, is an important matter 

given the impact it has on the environment,  economic activities, and the wellbeing of 

society in each country. In addition to higher demand, there are other factors behind the 

improvement of the infrastructure of the grid, as mentioned in [1, p. 2] “infrastructure 

[which was] built 30-40 years ago needs to be replaced [at the moment]”. Moreover, 

additional aspects are the increase of renewable energy sources, integration of electric 

vehicles (EV) in the network, improving the security of electricity supply and the effi-

ciency of the system, among others. In response to these factors discussed above the 

concept of Smart Grid (SG) arises. The primary objective of smart grids is the policy 

commitment to the energy transition in Austria and Europe. 

 

With the purpose of managing distribution grids, functionalities such as control in con-

gestion situations as well as supervision are only possible with appropriate sensors and 

actuators located in customer´s domain. These sensors and actuators are not available at 

the moment on the distribution level of a power grid. Implementation of information 

and communication technologies will help to solve this deficiency. Therefore, the im-

plementation of such devices and standards will help in the improvement of the power 

grid and its path towards a smart grid [2]. 

As a consequence of the massive integration of renewables like photovoltaics (PV), 

demand response (DR) has the potential to be an essential tool for maintaining the bal-

ance of supply and demand in distribution grids [3]. Therefore, high investments for 

necessary grid reinforcements could be avoided. Suitable components with functionali-

ties like integrated communication capabilities, suitable sensors and protection are not 
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found at the moment in the low voltage level [2]. The constant increase in renewable 

energies (RES) and higher demand open an opportunity to solicit this kind of hardware 

on the distribution level.  

The necessary communication technologies are in the scope of the thesis. The first ap-

proach is the integration of a device composed of a switching actuator with energy 

measurement and protection (SAEMP) capable of power management and grid protec-

tion functions. Integrating this component in a realistic demonstrator with current tech-

nology and standards presents a challenge. This device is located in the customer do-

main (low voltage). Necessary protection must be provided, power management accord-

ing to inputs, communication and measurements such as energy, voltage, and current for 

individual loads or generation branches are also provided. 

The thesis deals with the individual technology integration of this component with ex-

isting ones such as smart meter and loads with existing protocols. The challenge intro-

duces the question of how the SAEMP could be broadly integrated into the smart grid 

for different applications such as local energy management, grid voltage control, and 

others. According to [4], there is an increasing number of networked smart grid applica-

tions in this field which are emerging.  

The broad application of SAEMP in household applications will support the reduction 

of consumption during peak times due to better control and monitoring as a result of the 

simplicity of disconnecting single devices. The proposed development of ICT will help 

in the integration of the SAEMP into local energy management systems, allowing sys-

tem optimizations and control. 

The objective of this thesis is the integration of available components in realistic condi-

tions to prove the functionalities and capacities of SAEMP for further application in a 

representative environment, which is necessary for efficient operation of future smart 

grids with a high density of PV and wind generation. Therefore, the thesis contributes to 

the exploitation of sustainable energy. 

From a social point of view, the affordability of electric energy is a key point. The de-

velopment of smart grid approaches benefits in the reduction of necessary investments 

in the current grid. Environmental issues are covered by the reduction of peak consump-
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tion and by maximizing the local PV consumption, therefore promote the substitution of 

fossil fuels. 

1.2 SMART GRIDS 

The present power system has been initially designed to accommodate a unidirectional 

flow of energy and information, from the large centralized generation system, through 

the transmission and distribution systems to the centers of consumption. This traditional 

way of operation reached a high level of reliability and quality of service and for that 

reason, it has persisted for a long time. In recent decades, assuring the security of supply 

from a sustainable production (with the minimum environmental impact) and at an af-

fordable price for all consumers has become one of the most ambitious goals world-

wide. [5] 

Currently, there is no unique confirmed definition that fully encloses the concept of 

smart grids; the continuous technological progress brings the development of new ap-

plications and functionalities that make this concept to be in constant evolution. Several 

institutions of reference for the electricity sector, proposed definitions that include gen-

erally, the participation of information and communications technologies (ICT) as the 

integrator through all domains of the electrical system and the promoter of the benefits 

that these technologies represent for the system, as it relates to improvements in reliabil-

ity, quality and service efficiency. A well-known example of this definition is the per-

formed by the Electric Power Research Institute (EPRI) which says that smart grids are 

a network that intelligently integrates the technologies of information and communica-

tion in every aspect of the generation, supply, consumption of electricity and those that 

do both (prosumers) with the aim of minimizing the environmental impact, improving 

markets, reliability and service, reduce costs and increase efficiency. [5] 

The smart grid is considered by the European Commission as particularly important for 

an efficient integration of all network users. This mainly addresses the supply of decen-

tralized renewable energy sources and the subject area of load management at the cus-

tomer site known as demand response. According to the most recent Smart Grid Pro-

jects Outlook released in 2014 [6], smart grid project budgets have been growing steadi-

ly over the last decade. At the moment of the survey, the EU total investment volume 



 Communication Concept for Operation of Smart Grid Demonstrator 

4 

for smart grid was around €3.15 billion. The total numbers of projects included were 

459 with a total of 1670 partners from all over Europe. Until 2014, half of the projects 

were still ongoing, covering a budget exceeding €2 billion. From the total budget, the 

largest percentage (74 %) was invested in Demo & Deployment (D&D) projects while 

26 % in Research & Development (R&D). 

As mention above, smart grid is a generic term that covers several approaches. The fol-

lowing figure (See Fig. 1) resumes some of the actors that are involved in the SG con-

cept and its interaction. 

 

Fig. 1 SG – Increase of communication technology networks in power grids [7] 

1.2.1 SMART GRIDS BENEFITS 

The increasing amount of renewable energy sources (RES) in final energy consumption 

reduces CO2 emissions. At the moment Austria emits 80.2 million ton CO2eq, a higher 

number than the 68.8 million ton CO2eq target set in the Kyoto Protocol [8]. An interna-

tional study found that smart grid technologies and solutions can cut CO2 emissions by 
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up to 13% based on a business as usual (BAU) estimation.  According to this study [9] 

the power sector was responsible for 24% of global emissions in 2002 and could be re-

sponsible for 14.26 GtCO2eq in 2020. The potential to reduce carbon emissions through 

smart grid technologies could be 2.03 GtCO2eq by 2020 which is a considerable amount 

(See Fig. 2).  

 

 

Fig. 2 Estimated emissions from the power sector in 2020 [9] 

Another benefit pursued by smart grids is the improvement of energy efficiency. The 

main targets were specified by the Energy Efficiency Directive (2012/27/EU), as well as 

other documents, which required all member states to implement it as national law by 

June 2014. In Austria particularly, the directive was executed through the Energy Effi-

ciency Act. A number of aspects required by the Energy Efficiency Directive can only 

be achieved with the use of smart technologies. One of the aspects addressed by the 

directive was the provision and access to real-time and historical energy consumption 

data for consumers which are covered by smart grid approaches [8]. 

The impossibility of storing large quantities of energy in a feasible way intensifies the 

challenging task of balancing generation supply with real-time customers’ demand. De-

spite the fact that Distributed Generation (DG) reduces losses related to transport and 

transformation (to high voltages) of electricity, it introduces in the system more and 

more complexity which has to be efficiently managed at an operational level. In the 

smart grids Austria technology roadmap [8] it is mentioned that the project BlackÖ.I 

[10] identified the integration of wind energy and PV into the grid and load growth as 
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causes that can increase the possibility of interruptions in energy supply. For this rea-

son, smart grids benefit the security of supply by optimizing the consumption of RES 

according to the demand. 

Smart grids contribute to energy independence by enabling distributed generation units 

like PV to become more widespread, which reduces the need to expand or update the 

power grid. Two projects in Austria have addressed this issue and some results are ex-

plained in [8]. Smart grids Essences [11] concluded that an average of 40% to 52% 

more electric energy from PV plants than the reference scenario which was a grid sec-

tion with maximum PV could be integrated with reactive and active power control con-

cepts .The other one is DG DemoNet project [12] which calculated, that the cost of in-

tegrating distributed electricity generation technologies into the grid could be cut by up 

to 80%, with conventional grid reinforcement and smart control concepts.  

 

As mentioned before, SG technologies have the benefit of reducing the cost of integrat-

ing distributed generation units like PV. The number of Austrian and European house-

holds with this kind of installation has increased throughout the years which make this 

kind of consumer and important player in the consideration of smart grids. Some of the 

benefits related to households according to [8] are as follow:   

 New tariff and price models:  On the one hand, incentives and different price 

schemes could help to prevent the increase of loads at peak times, which trans-

late into savings. On the other hand, customers with higher consumption can 

participate with load shifting; as a result economic savings can be achieved. 

 Detailed consumption information: Providing customers with consumption 

data more frequently can lead them to become more conscious of their energy 

use, which leads to an increase in savings. As a result, efficient energy use is en-

couraged. End customers could obtain more information about their electricity 

consumption, through an online portal or a mobile app. 

1.2.2 SMART GRID CONCEPTS 

The current state of SG has identified some important aspects that influence smart grid 

development. As a consequence, it is expected to have a significant effect on modern 
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society. A Smart Grid is a complex system of systems that must meet the needs of many 

stakeholders such as manufacturers, utilities, consumers and regulators to name a few; 

who are actively involved and constantly growing. Therefore, interoperability issues 

between the networks that connect them will become crucial.  Interoperability is defined 

as the capability of networks, systems, devices, applications, or components to share 

and readily use information securely and effectively with little or no inconvenience to 

their users [13]. Interoperability requires addressing important aspects especially in 

technology development for further deployments of smart grids. 

Achieving interoperability in a system of this type, on a massive scale, is an arduous 

task that requires an appropriate architectural orientation. ICT is one of the cornerstones 

of this architecture because it is the one which makes possible the flow of all infor-

mation generated by the new network elements and permits remote operation; funda-

mental characteristics of all smart grids. 

Distributed energy resources (DER) which have no direct connection with the actual 

energy market like independent power plants of wind and solar are becoming progres-

sively extensive. This has lead energy markets to change. Eventually, final consumers 

or prosumers will be able to participate in the energy market by offering up flexibility. 

According to [14] the definition of flexibility refers to the elasticity of demand, storage 

and generation with the purpose to provide additional services to stabilize the grid or 

also it is used for optimization with methods like changing power consumption and re-

duction of power supply to the grid. 

ICT has become more universal, energy sources and loads that are controlled and dis-

tributed in the smart grid can be offered to the market. The management measures 

available in the power grid itself, when used alone, are often not enough to enable tar-

geted interventions in the system [8]. “This is where flexibility provided by grid partici-

pants comes into play, which poses a challenge in terms of integrating it into system 

operation” [8, p. 20]. This scenario brings new opportunities for the energy market that 

will help to compensate for the difference between fluctuating generation and current 

demand and will also help to create new energy products and services. 



 Communication Concept for Operation of Smart Grid Demonstrator 

8 

1.2.2.1 SMART GRID ARCHITECTURE MODEL  

The European Commission issued the Smart Grid Mandate M/490 which was accepted by the 

three European Standards Organizations (ESOs), CEN [European Committee for Standardiza-

tion], CENELEC [European Committee for Electrotechnical Standardization] and ETSI [Eu-

ropean Telecommunications Standards Institute]. M/490 requests CEN, CENELEC and ETSI 

to develop a framework to enable ESOs to perform continuous standard enhancement and de-

velopment in the smart grid field [15]. 

The CEN-CENELEC-ETSI Smart Grid Coordination Group finalized four reports. 

Through those four reports, it identified the difficulty and high level of complexity re-

lated to the development of Smart Grids. The report called Smart Grid Reference Archi-

tecture [16] introduced as a reference model for smart grid ICT architecture the smart 

grid architecture model (SGAM). Since then, it has become a recognized reference for 

organizing and discussing information for SG systems. 

The SGAM framework and its methodology are meant to present the design of smart 

grid use cases in a viewpoint allowing it to be neutral for any solution and technology. It 

also allows the validation of SG use cases and their support by standards.  

The SGAM is a three-dimensional model which combines five layers representing 

Business, Function, Information, Communication and Component with the two dimen-

sions of the Smart Grid Plane, composed of zones representing the levels of power sys-

tem management: Process, Field, Station, Operation, Enterprise and Market and Do-

mains representing the electrical energy conversion chain: Generation, Transmission, 

Distribution, DER and Customer [17]. 

The smart grid plane is presented in [17] (See Fig. 3) and represents “the electrical pro-

cess and information management viewpoints. These viewpoints can be partitioned into 

the physical domains of the electrical energy conversion chain and the hierarchical 

zones for the management of the electrical process” [17, p. 36].   
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Fig. 3 Smart Grid plane - domains and hierarchical zones [17] 

 

The SGAM framework is established by integrating the concept of the layers defined 

previously with the smart grid plane. The result is the following model (See Fig. 4). 

 

 
Fig. 4  The Smart Grid Architecture Model Framework [17] 
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1.2.3 SMART GRID REQUIREMENTS 

Upcoming SG will require a bi-directional flow of electricity and information to create 

an automated and distributed energy delivery network. The current state of electricity 

transmission at the medium and low-voltage level is becoming a two-way system. 

Therefore, grid utilization must be monitored, and dynamic management is needed to be 

able to integrate a high share of RES into the existing infrastructure. This requires ICT 

in order to enable data gathering and processing in real time, which creates opportuni-

ties for immediate monitoring and control [4, 8].  ICT components can be encountered 

in the current power grids, but generally, they have been isolated and operated at high 

and medium voltage levels. Since the number of medium and small-sized producers 

which are integrated at the distribution grid level has increased, future smart grid will 

require an energy system networked by ICT components on a broad scale and must ac-

count predominantly for the security of supply. The smart grid must focus in establish-

ing communication networks between these main groups: 

 DER, distributed storage, and flexible consumers  

 Electromobility, load flexibility, smart building control, and home automation 

[8]. 

Further requirements for smart grids are as follow: 

 Regulatory framework and technical standards (especially for ICT) - Exist-

ing standards, particularly international and European standards, can be used as 

a basis. [17] Development of missing standards must ensure interoperability 

among components from different manufacturers as well as including existing 

gaps. These standards need to be accounted by relevant organizations (ETSI, 

CENELEC, CEN, and International Electrotechnical Commission IEC). 

 Introduction of smart metering - The deployment of smart meters offers an 

important step towards smart grid development. By adopting this technology it 

is expected to empower consumers by delivering better services and ensuring 

their active participation in the electricity market. Austria has decided in favour 

of a national roll-out of smart metering by 2020. Around 200 million smart me-
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ters in Europe (ca. 72 % of EU customers) are expected to be deployed by 2020 

[6]. 

 Smart solutions for consumers’ market entry- Integration of end consumers 

and prosumers into market processes is needed. ICT solutions, as well as auto-

mation solutions in households, buildings, white goods, and customer energy 

management, are also required, along with the corresponding interfaces or gate-

ways. Ensuring of sufficient data handling, data privacy, and data security is 

necessary [8]. 

 Need for action in research and education- Universities, companies and re-

search centers must guarantee the availability of the necessary expertise and 

transfer of knowledge. These institutions must continuously adapt to the current 

developments to keep high standards of researching in the field of smart grids 

[8]. 
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2 RESEARCH BACKGROUND 

In this chapter is explained the current state of the art of the information and communi-

cation technologies for smart grids. The traffic light model for distribution grids is also 

approach as well as the meter bus which helps to transmit information from the grid 

operator to the customer premises. Finally, an overview of the current smart grid de-

monstrators in Europe is shown. 

2.1 INFORMATION AND COMMUNICATIONS TECHNOLOGIES FOR SMART GRIDS 

Information and communications technologies are one of the cornerstones of smart 

grids. In order to achieve conventions, principles, practices and interoperability between 

systems on a massive scale, ICT architecture is required. Different proposed communi-

cations network architecture for smart grids can be encountering (See Table 1) and each 

one varies depending on the particular needs and depth required in the description of 

each’s stages. 
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Architecture Description 

CEN-CENELEC-ETSI (SGAM) 

[17] 

Covers different concepts and viewpoints as 

well as mapping methods for a structured ap-

proach to develop interoperable smart grid 

solutions. Consists of five layers representing 

business objectives and processes, functions, 

information exchange and models, communi-

cation protocols and components [17]. 

IEC Smart Grids Standards [18] 

This multidimensional interactive tool creates 

a map of the smart grid and enables to quickly 

identify IEC and other international smart grid 

standards, positions them in relation to tech-

nical components and systems, and verifies 

the feasibility of workflows and use cases 

[17].  

National Institute of Standards and 

Technology (NIST) [19] 

This model supports planning, requirements 

development, documentation, and organiza-

tion of the diverse, expanding collection of 

interconnected networks and equipment that 

will compose the smart grid. The approach 

consists in dividing the smart grid into seven 

domains: customer, markets, service provider, 

operation, generation, transmission and distri-

bution. [19]  

Table 1 Smart Grid Architectures Models 

 

The smart grid could be represented in different layers as can be seen in (See Fig. 5). A 

smart metering application example is presented for further understanding of this archi-

tecture. The first layer consists of the power system which includes a power distribution 

system. Then, a power control layer which is a smart meter that allows power consump-

tion to be monitored. The third layer is communication, necessary for transmitting bidi-

rectional information from customer to utility. The fourth layer is security which ad-

dresses data privacy issues. [20] 
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Fig. 5 Multi-layer architecture of Smart Grid [20] 

A communication network can be represented by a hierarchical multi-layer architecture 

classified by data rate and coverage range, this architecture include: 

 Home Area Network (HAN), Building Area Network (BAN), Industrial Area 

Network (IAN). These ones cluster home automation and building automation 

based on sending and receiving data from an appliance to a controller within a 

customer premises. Usually, in these applications power consumption is low, 

cost is low, and communication is secure [20].  

 Neighbourhood Area Network (NAN), Field Area Network (FAN). These ones 

cluster smart metering, demand response and distribution automation based on 

sending and receiving data from a large number of customers or field devices to 

a data concentrator/substation. Usually, these applications require communica-

tion technologies that support higher data rate and larger coverage distance [20]. 

 Wide Area Network (WAN). These one cluster control, monitoring, and protec-

tion based on sending and receiving a large number of data points at much 

higher frequencies to allow stability control of a power system. Usually, these 

applications require communication technologies that support much higher data 

rates and long coverage distance compared to NAN/FAN [20]. 
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An evaluation of wired and wireless communication technologies in terms of data rate 

and coverage distance is presented (See Fig. 6).  
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Fig. 6 Comparison of communication technologies for the smart grid [20]
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2.2 THE TRAFFIC LIGHT MODEL  

The idea behind the Traffic Light Model (TLM) has 2 approaches concerning smart 

grids. On one hand, a traffic light focused on prices and incentives like it was imple-

mented in the research project MeRegio (Minimum Emission Region) [21]. With an 

internet connected device called “Stromampel” [22] or also an app, the customer was 

informed about the current tariffs and the electricity price development within the next 

24 hours under the following conditions: Red - standard price, Yellow- saver rate and 

Green- Supersaver rate (See Fig. 7). According to [8], this project was able to perma-

nently shift 12% from peak load to off-peak times and 4% from high load to off-peak 

times.  

 

 
Fig. 7 MeRegio traffic light Jan.30. 2012 [23] 

The second approach is a traffic light model for evaluating grid status which was devel-

oped by the German Association of Energy and Water Industries (BDEW) [24]. The 

main purpose of this traffic light model is to no longer expand the distribution grid in-

frastructure; as the expansion of the distribution network is related to high investments; 

the traffic light model represents a smart approach to reducing the need for expansion. 

“The traffic light concept relates to the use of network flexibility. The use of network 

flexibility determines the phase of the traffic light”. [25, p. 3]  

The proposed traffic light model [8, 25] refers that the network status during a specific 

period of time and in a specific network segment can be described using one of the fol-

lowing colours:  
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 Green- which means that all market-based energy processes can be implement-

ed without restriction. No critical network situations exist.  

 Yellow- which means there is a potential or actual network shortage in the de-

fined network segment. Thus, customers systems should adapt their consump-

tion or generation to the needs of the grid  in order to prevent a red traffic light 

status 

 Red- which means that the grid’s stability has been compromised and therefore, 

the grid operator must manage or control customer systems in order to prevent 

grid overload and also to guarantee security of supply 

“Depending on the relevant traffic light colour, certain rules apply in the respective 

network segment for the interaction of all relevant market roles such as suppliers, bal-

ance responsible parties, generators, storage facility operators and the statutory regulat-

ed role of the network operator.” [25, p. 4] 

“In today's power grid, there is only the green phase (market phase) which can, in ex-

treme situations, suddenly become red (grid phase)” [25, p. 2]. Concerning the yellow 

status, the fact of the matter is to determine how to design and implement it. In [24] 

recommendations and an outlook are given of what will be needed in future for design-

ing the yellow status. According to [8] there are different approaches for interpreting the 

yellow status, such as those found in [26] and [27]. However, there is no specific defini-

tion of the criteria needed for each of the traffic light statuses. 

For traffic light model to be implemented in practice, the grid load and DER must be 

monitored constantly. The TLM raises a discussion about how market participants and 

network operators can interact between each other in future. Understanding this interac-

tion could help to comprehend what is necessary for future markets to establish neces-

sary rules.  

The traffic light model (See Fig. 8) developed by the Technology Platform Smart Grids 

Austria (SGA TP) and coordinated with other organizations, including BDEW. This 

model interprets the red status as an indication of risk to the grid which allows the dis-

tribution grid operator to intervene in order to maintain grid stability. The green indi-
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cates that sufficient grid capacity is available to customers without restriction. The yel-

low indicates that optimization is needed and actions by customer systems are neces-

sary. [8]  

Even though in Austria and Germany a discussion process has been occurring for some 

time, there are still many unknowns in this field. At the moment, there are still major 

challenges for the implementation. Particularly with the wide range of additional con-

tractual and regulatory conditions that affect the optimization of system requirements 

[8]. 

In [8] it is proposed to define the traffic light model in Austria during the period 2015 –

2018 by creating or developing a detailed definition of the necessary rules for the 3 sta-

tuses.  

 

 
Fig. 8  The traffic light model in Austria [8] 

 

2.3 METER BUS PROTOCOL FOR ACCESSING UTILITY METERS 

The Meter Bus (M-Bus) “was developed to fill the need for a system for the networking 

and remote reading of utility meters, for example, to measure the consumption of [ener-
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gy,] gas or water in the home” [28]. It is a Fieldbus for reading, controlling and analys-

ing of utility energy and consumption meters.  

The M-Bus is a single-master bus. This means that when the slaves (meters) are interro-

gated by the master, they deliver the data they have collected. M-bus is based on serial 

data transmission; one of the following topologies (See Fig. 9) is used to link the com-

ponents: 

 Bus Topology - The components are connected together with a common transmission 

line, with the result that at one instant only one equipment can transmit data. This to-

pology will not be disturbed if one of the components fails, and it allows the trans-

mission of data to all components (Broadcasting) or to specific groups in the system 

(Multicasting) [28]. 

 Star Topology- “Each component is linked to a central processor unit 

with an individual transmission line. The equipment can transmit to the 

central unit either sequentially or simultaneously” [28]. 

 

 
Fig. 9 Network Topologies for Meter Bus 

It is important to point out that there is a lack of standardization at the protocol level. 

Nevertheless, the data telegram features a segment which can be used for transferring 

different non-standardized data or control characters. This opens an opportunity for 
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communication inside the customer premises between the smart meter and other devic-

es. 

 

2.3.1 THE METER BUS IN THE OPEN SYSTEMS INTERCONNECTION MODEL 

 

M-Bus is based on the ISO-OSI Reference Model [29]; it was developed in order to be 

an open system. “M-Bus is not a network, and therefore does not need a transport or 

session layer, the levels four to six of the OSI model are empty. Therefore, only the 

physical, the data link, the network and the application layer are provided with func-

tions” [28]. (See Table 2) 

Layer Functions Standard 

Application Data structures, data types, actions EN1434-3 

Presentation Empty --- 

Session Empty --- 

Transport Empty --- 

Network Extended addressing (optional) --- 

Data Link Transmission parameters, telegram formats, ad-

dressing, data integrity 

IEC 870 

Physical Cable, bit representation, bus extensions, topolo-

gy, electrical specifications. 

M-Bus 

Table 2 The M-Bus layers in the OSI-Model [28] 

2.4 OVERVIEW OF PREVIOUS AND CURRENT SMART GRID DEMONSTRATORS 

The most recent Smart Grids Laboratories Inventory on 2015 [4] realized a survey to 

collect information among all the research facilities across Europe. Up to 26 organiza-

tions were part of this inventory. The study divided between 13 different categories 

those which are involved in the smart grid development. These were the areas included 

(See Table 3): 
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Smart Grid Categories 

Distribution Automation 

Grid Side Management  

Storage 

Sustainability 

Market  

Generation and Distributed Energy Resources (DER) 

Electromobility 

Smart Home/Buildings 

Smart Cities 

Demand Response 

Information and Communications Technologies (ICT) 

Cybersecurity  

Advance Metering Infrastructure (AMI)  

Table 3 Smart Grid Categories [4] 

 

According to [4], laboratories are working along multiple lines of research. The most 

popular categories of research were Grid Management with 88% of participation, Stor-

age 80%, DR 88% and ICT 84%.  

Concerning the category Smart Home/Buildings, the area of Energy management strat-

egies / Cost-control and Integration of RES were ranked first with a percentage of 84% 

among the researchers in the field. Around two-thirds of the researchers in this category 

work on the development of software applications with a focus on management issues 

(configuration, deployment) with 93% and DR with 66% with respect to the total num-

ber of laboratories working in this category. Regarding the telecommunication technol-
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ogies used in this category, Ethernet cabling with 84% and Wireless with 77% were the 

ones most extensively used [4]. 

Regarding demand response, the focus is mainly given on technology development, 

prototype testing and R&D (equipment and software).The most popular areas in which 

research is conducted in this category are DER integration with 81% and Smart 

Home/Buildings with 66% of participation [4].  

Concerning ICT, the focus is mainly on technology development, Prototyping, R&D 

(equipment and software) and also an important part is interested in the development of 

standards. The networks on which research is focused on are WAN, FAN and LAN 

(Local Area Network) with 45% respectively. The most popular protocols used in this 

category are the IEC 61850 – Communication networks and systems in substations with 

64% and IPv4 with 39%. [4] 

In this study [4] was concluded the following: 

 The majority of activities were focused on the distribution grid  

 R&D of software, technology development, prototype testing and R&D of 

equipment are the areas on which smart grid laboratories/institutions have more 

focus 

 A relatively small percentage of the ICT smart grid laboratories (35%) conduct 

research with wireless technologies. Those who focus on this line mainly use the 

following technologies: Wi-Fi with 91%, 3G with 74% and GSM with 74%.  

In Austria, the project DG DemoNet – Smart LV Grid [30] uses a building energy agent 

(BEA). It combines optimization and management of PV systems, EV, and household 

consumption .In this project, weather forecast for the current day is included in optimi-

zation, and different loads are connected when the PV system is generating electricity. 

[8].  Regarding projects that tackled issues related to information and metering systems, 

the project AMIS [31] was able to develop and test around 10.000 electricity meters 

which are software-controlled. That means they are open for future developments such 

as home automation [8]. In the field of technologies for monitoring low-voltage grids, 
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one of the projects founded was ISOLVES:PSSA-M project [32] which developed a 

method to take an instantaneous image of the network with the purpose of monitoring 

low-voltage grids. It was shown that using smart meters with an integrated grid moni-

toring function significantly reduces expenses for extra sensors [8]. Given that there is 

still some uncertainty about the requirements related to the functionality of the flexibil-

ity operator and its implications in the traffic light model, the project INTEGRA [33] 

studied the scientific basis along with the technical prerequisites of the flexibility opera-

tor [8]. 

A typical smart home layout is shown below (See Fig. 10) 

 

Fig. 10 Typical smart home layout based on [34] 

2.5 RESEARCH GAPS 

During the development of this thesis some research gaps were found and are described 

below. 
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2.5.1 FULL SYSTEM DEMONSTRATOR 

Integration of existing components and future-proof communication protocols is need-

ed. The challenge addressed is how to technically and conceptually the switching actua-

tor with energy measurement and protection could be integrated with existing infra-

structure. According to [8], there is also a lack of smart grid demonstrators in the aca-

demic level in Austria. Development of a physical smart grid demonstrator can be used 

also as a testing platform for real smart grid components used in households. 

2.5.2 GRID INFORMATION FOR CUSTOMERS (MARKET PLAYERS) 

Although the traffic light model has been discussed for some time as explained before, 

there is still many uncertainties about the conditions and constraints for each level; es-

pecially the yellow status. Implementation of this model and its communication with 

current protocols and standards with end customer’s components for control or optimi-

zation opens an opportunity for future R&D.  

2.6 SCIENTIFIC OBJECTIVES 

The purpose of this thesis is to present a developed communication concept for the real-

ization of a smart grid demonstrator for household applications. The main contribution 

of the thesis is the development of drivers to be used as communication interfaces be-

tween the different components involved in the demonstrator such as the smart meter, 

Customer Energy Management System (CEMS), loads, generators and switching actua-

tor with energy measurement and protection(SAEMP).  

Implementation and development of a grid information system as an input and its impli-

cations in the smart grid demonstrator are also considered in this thesis.   

2.7 SCIENTIFIC APPROACH 

A hardware-in-the-loop simulation (HIL) technique is implemented in LabVIEW to 

build a real-time model. Simulation is made in an accelerated way in order to generate 

long-term results. For the realization of the communication between the CEMS and the 

SAEMP a gateway is used. This device consists of two parts. One part communicates 

with the SAEMP, the other with the CEMS. Realization of drivers needed is approached 

as follow: 
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 SAEMP- SAEMP Gateway: RF Communication  

 CEMS- Smart Meter: TCP/IP with M-bus in the application layer  

 CEMS- SAEMP Gateway: TCP/IP  

A grid information model which consists of a traffic light model and active power limits 

is considered as a component of the smart grid demonstrator 

LabVIEW is chosen as the primary software due to friendly user interfaces for data vis-

ualization and broad access to communication libraries for implementation. 

2.8 DELIMITATIONS 

Hardware [35], load models and load control algorithm [36] for building the smart grid 

demonstrator are not considered in this thesis. The communication and protocols re-

quired from the grid operator to the customers’ site are not taken into account. 

 



 Communication Concept for Operation of Smart Grid Demonstrator 

27 

3 REALIZATION OF COMMUNICATION CONCEPTS 

IN SMART GRID DEMONSTRATOR 

The pursued main outcome of this thesis [35, 36] is the development of a smart grid 

demonstrator. The main purposes are the optimization of consumption in households by 

shifting of loads from peak to off-peak times. By achieving this, the stability of the dis-

tribution grid and the security of supply could be maintained. In order to keep a stable 

grid, as discussed before the concept of flexibility enters to the scene. This concept 

brings the possibility to apply load shifting to flexible loads. The grid operator then 

must balance the system. However, the capacity or interest in controlling specific devic-

es (loads) in households it is not taken by the distribution grid operator. Therefore, a 

solution is required that can provide a common interface to the grid operator, flexible 

integration with the current system and has the capability to control different loads. The 

proposed solution is a device defined as Customer Energy Management System 

(CEMS), which provides these functionalities. Therefore, the CEMS communicates 

directly or indirectly with all the devices involved in the demonstrator.  

Concerning the SAEMP, basically it is a switch, with enhanced functionalities like re-

mote switching and remote measurement of voltage (U), Current (I) and power (P). This 

device also provides protection from damage caused by overcurrent, overload or short 

circuit. This device is connected with the load which brings external control possibili-

ties. At the same time, the SAEMP is connected to a SAEMP gateway, which has two 

functions. One function is to communicate with the SAEMP and store its measured data 

and the other one is to communicate this data with the CEMS. 

Regarding the smart meter, it should have a direct communication with the secondary 

substation with the purpose of getting the grid information. Nevertheless, this commu-

nication path is not considered in this thesis. What it is considered it´s that there is a 

communication between the smart meter and the CEMS in order to communicate the 

grid information 
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3.1  SYSTEM MODEL 

The model proposed for the smart grid demonstrator involves the following compo-

nents.  

 Switching actuator with energy measurement and protection (SAEMP) 

 Switching actuator with energy measurement and protection Gateway 

 Customer energy management system (CEMS) 

 Smart meter 

 Grid information model 

The general layout (See Fig. 11) and the interaction between all the components in-

volved are shown.  

 

Fig. 11 General layout of the Smart Grid Demonstrator 

3.1.1 CUSTOMER ENERGY MANAGEMENT SYSTEM  

The requirements needed for the implementation of the communication through the cus-

tomer energy manager system (CEMS) in order to fulfil a complete integration are as 

follow: 
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 System Inputs: SAEMP measurements(U,I,P) and status(On/Off), grid status 

level (green/yellow/red) and grid limit levels composed of maximum and min-

imum active power  

 Consumer Inputs: Consumer preferences such as participation in DR 

(Yes/No) for every load, desired temperature and in case of participation in DR 

the commitment time for the specific load. 

 System Outputs: Set SAEMP status(On/Off) 

 Consumer Outputs: Visualisation of SAEMP status, power consumption and 

grid information: traffic light model (green/yellow/red) and active power lim-

its(Maximum, Minimum) 

The required input parameters and the provided output parameters of the CEMS are 

shown (See Fig. 12). 

 

Fig. 12 Inputs and Outputs of CEMS 

The consumer input “customer preferences” is explained in [36]. Basically, every load 

has a DR commitment status where the user decided if it wants to participate on it or 

not. If the consumer wants to participate, that means that the CEMS decides when the 

best moment to activate the load is. If not, the load is activated immediately. 

The system input “SAEMP actual status” is an input that tells the CEMS if the load is 

on or off. The input “SAEMP measurements” is an input that tells the CEMS the values 

of voltage, current, and power of every load. The input grid information is an input that 

tells the CEMS the grid status (green/ yellow/ red) and the active power limits. 
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The system output “SAEMP new status” tells the SAEMP gateway if the SAEMP must 

be turned on or turned off. This is done by a load control algorithm broadly described in 

[36]. 

The consumer output “SAEMP status” shows the consumer if the SAEMP is on or off. 

The output “power consumption” shows the consumer the total consumption of the 

household in a graph. The output “grid information” shows the consumer the current 

status of the grid (green/yellow/ red) and the active power limits (Maximum, Minimum) 

3.1.2 SMART METER 

The requirements needed for the implementation of this device for adequate integration 

are as follow: 

 System Inputs: Traffic light model composed of grid status level 

(green/yellow/red) and grid limit levels composed of maximum and minimum 

active power 

 Consumer Inputs: None 

 System Outputs: Grid information composed of grid status level (green, yel-

low, red) and grid limit levels composed of maximum and minimum power  

 Consumer Outputs: None 

The required input parameters and the provided output parameters of the smart meter 

are shown (See Fig. 13). The only path for communication between the grid operator 

and the consumer (Households) is through this device. 

 

Fig. 13 Inputs and Outputs of Smart Meter 
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3.1.3 SWITCHING ACTUATOR WITH ENERGY MEASUREMENT AND PROTECTION 

The requirements needed for the implementation of this device for proper integration 

are as follow: 

 System Inputs: Set status(On/Off) 

 Consumer Inputs: Manual Set status(On/Off) 

 System Outputs: Measurements(U,I,P) and status(On/Off) 

 Consumer Outputs: None 

The required input parameters and the provided output parameters of the SAEMP are 

shown (See Fig. 14). 

 

Fig. 14 Inputs and Outputs of SAEMP 

The system output “measurements” sends the values of voltage, current and power of 

the load in a specific time interval. The output “status” sends the status of the SAEMP 

(On, Off) to the SAEMP gateway. 

The consumer input “manual set status” is the external control of the device. The con-

sumer can turn the SAEMP on or off manually. 
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3.1.4 SWITCHING ACTUATOR WITH ENERGY MEASUREMENT AND PROTECTION 

GATEWAY 

The requirements needed for the implementation of this device in order to fulfil a com-

plete integration are as follow: 

 System Inputs: SAEMP measurements(U,I,P), status(On/Off) and new status 

 Consumer Inputs: None 

 System Outputs: SAEMP measurements(U,I,P) and actual status(On/Off) and 

set status 

 Consumer Outputs: None 

Input parameters and the provided output parameters required of the SAEMP gateway 

are shown (See Fig. 15). 

 

Fig. 15 Inputs and Outputs of SAEMP Gateway 

The system output “set status” tells the SAEMP if it must be turn on or turn off. 

3.1.5 GRID INFORMATION MODEL 

The requirements needed for the implementation of this model are as follow: 

 System Inputs: Traffic light model and active power limits 

 Consumer Inputs: None 

 System Outputs: Grid status level(green/yellow/red) and grid limit levels 

composed of maximum and minimum power  

 Consumer Outputs: None 
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Input parameters and the provided output parameters required of the grid information 

model are shown (See Fig. 16). 

 

Fig. 16 Inputs and Outputs Grid Information Model 

3.1.6 GENERAL SYSTEM OVERVIEW 

The general overview of the system (See Fig. 17) with its respective inputs and outputs 

and its interaction between all the components involved is shown.  

 

Fig. 17 General system overview- Inputs and Outputs  

3.2 GRID INFORMATION MODEL  

The grid information is the most important input for the realization of the smart grid 

demonstrator. These are the parameters that modify the behaviour of the system with the 

only purpose to keep a grid stable. This information is composed of two  main inputs: 
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grid status level which is represented by the three states of the traffic light model (green, 

yellow, red) and grid limits which are the maximum and minimum active power limits. 

3.2.1 GRID STATUS LEVEL 

For the realization of the grid status level the traffic light model is considered. As seen 

before, the idea behind the TLM could have 2 approaches. One is focused on prices and 

incentives and the other one on the stability of the grid. The model proposed for the 

development of this thesis is the one focused on the status of the grid. 

The following are the considerations taken into account for the three states of this mod-

el. These can be described with the following colours: 

 Green- all energy processes can be implemented without restriction. No critical 

network situations exist. Customers are allowed to consume and generate with-

out any limit 

 Yellow- there is a potential or actual network shortage in the defined network 

segment. Thus, customers systems should adapt their consumption or generation 

to the needs of the grid.  In this status, grid limits are taken into consideration 

and should be kept by using flexible loads or storage, but could be broken. 

 Red- means that the grid’s stability has been compromised and therefore, the 

CEMS must manage or control customer systems in order to prevent grid over-

load and also to guarantee security of supply. In this status, grid limits are taken 

into consideration and must be kept by any means. 

The grid status level is totally linked with the stability of the network. For that reason, 

all market players must be monitored constantly. Given that those requirements are out 

of scope of this thesis, the proposed model does not take into consideration the behavior 

of the grid to determine the current status of the network. 

In order to determine the grid status level for simulation purposes, random statuses are 

generated to proof the concept of the demonstration based on the following considera-

tions. 
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 New status: a new random status (green, yellow, red) is set according the time 

of the day. 

 Time for new status: according to household load profiles (Typical load pro-

files are shown in [36]), the day is divided into 5 segments. From 07:00 to 11:45 

is the morning peak consumption. From 11:45 to 16:45 the consumption de-

creases. From 16:45 to 21:45 is the evening peak. From 21:45 to 23:45 where 

the evening peak decreases and the last one from 23:45 to 7:00 where the con-

sumption is minimum. During each of these segments a new status is set. 

The algorithm flowchart is shown in the following figure (See Fig. 18) 

  

Fig. 18 Grid status level algorithm 

3.2.2 GRID LIMITS 

For the realization of the grid limits, two limits are considered: maximum active power 

and minimum active power. These limits play an important role in the system because 

they are guidelines for the correct functioning of it. In case of a yellow status the con-
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sumption of the household should be between the limits and in case of a red status the 

consumption of the household must be between the limits. 

In order to define the grid limits for simulation purposes to proof the concept of the 

demonstration, the following considerations are considered. 

 Maximum active power (Pmax): at the beginning of every cycle a Pmax can be 

set. 

 Minimum active power (Pmin): at the beginning of every cycle a Pmin can be 

set. 

 New Pmax:  a new Pmax is set by adding to the previous Pmax a random number 

between certain limits. This only happen in specific times of the day.  

 New Pmin:  a new Pmin is set by adding to the previous Pmin a random number be-

tween certain limits. This only happen in specific times of the day. The mini-

mum Pmin is equal to cero; it was not considered a negative Pmin, which can be 

possible when the generation of the household is higher than the consumption.  

 Time for new Pmax - Pmin: the same conditions which were applied to the times 

for the new status are applied for the grid limits. Thus, both change at the same 

time.   

The algorithm flowchart is shown in the following figure (See Fig. 19) 
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Fig. 19 Grid limits algorithm 

3.3 COMMUNICATION SYSTEM ARCHITECTURE 

In order to fulfil the conditions required for the implementation. Standards and proto-

cols must be followed. The communication between each of the components is treated 

separately.   

3.3.1 CUSTOMER ENERGY MANAGEMENT SYSTEM - SMART METER MODEL 

COMMUNICATION 

The proposed concept includes a CEMS which based its decisions according to the grid 

information communicated via the smart meter. As explained before, M-Bus which is a 

European standard for the networking and remote reading of utility meters, open an op-

portunity for communication inside the customer premises between the smart meter and 

other devices. In this case the CEMS.  
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The architecture proposed (See Fig. 20) for this communication requires the CEMS as 

M-Bus master and the smart meter as M-bus slave in a bus topology. 

 

Fig. 20 CEMS- Smart meter communication topology  

The proposed model of M-bus is only implemented in the data link and application lay-

er of the OSI model [29]. “The protocol of the data link layer is based on the interna-

tional standard IEC 870-5, which defines the transmission protocols for telecontrol 

equipment and systems. The M-Bus protocol described [before] derives from the above 

standard, but doesn´t use all the IEC functions” [28]. 

3.3.1.1 COMMUNICATION PROCESS 

The Data Link Layer uses two kinds of transmission services:  

Send/Confirm: SND/CON 

 SND_NKE: This serves to start up after the interruption or beginning of com-

munication [28]. 

 SND_UD: With this procedure, the master transfers user data to the slave [28]. 

Request/Respond: REQ/RSP 

 REQ_UD2      RSP_UD: The master requests data from the slave  

A standard communication between Master and Slave is shown below (See Table 4). 
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Master Slave 

Description Transmission Response Description 

Beginning of 
communication  SND_NKE 0xE5 

Response is sent to 

acknowledge recep-

tion 

Transfer data to 
the slave SND_UD 0xE5 

Response is sent to 

acknowledge recep-

tion 

Requests data 
from the slave 

REQ_UD2 RSP_UD 
Requested data is 

sent 

Table 4 Communication between M-bus master and slave 

In the proposed model only the procedures REQ_UD2 / RSP_UD are used. 

3.3.1.2 TELEGRAM FORMAT 

For the M-Bus protocol of the data link layer, three different telegram formats are used. 

In the following table (See Table 5), the telegram formats are described. 
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Short Frame Control Frame Long Frame 

Start 0x10 Start 0x68 Start 0x68 

C Field L Field = 0x03 L Field 

A Field L Field = 0x03 L Field 

Check Sum Start 0x68 Start 0x68 

Stop 0x16 C Field C Field 

 A Field A Field 

CI Field CI Field 

Check Sum User Data (0-252 Byte) 

Stop 0x16 Check Sum 

 Stop 0x16 

Table 5 M-Bus Telegram formats [28] 

3.3.1.3 MEANING OF THE FIELDS  

The fields encountered in the three different frames are explained below. 

3.3.1.3.1 L FIELD (LENGTH FIELD) 

This field shows the total number of bytes of standard data contained in C-Field, A-

Field, CI-Field and User Data.  

3.3.1.3.2 C FIELD (CONTROL FIELD, FUNCTION FIELD) 

 “The function field specifies the direction of data flow, and is responsible for various 

additional tasks in both the calling and replying directions” [28]. The table (See Table 

6) shows the coding of the C field. 
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Telegram Name C Field (BIN) C Field (HEX) Telegram Description 

REQ_UD2 01x11011 0x5B / 0x7B Short Frame Master requests 

data to Slave 

RSP_UD 000x1000 0x08 / 0x18 Long Frame Data transfer 

from Slave to 

Master 

Table 6 C Field of the commands [28] 

3.3.1.3.3 A FIELD (ADDRESS FIELD) 

The address field serves to address the recipient in the calling direction; unconfigured 

slaves are given the address 0. The addresses 254 (0xFE) and 255 (0xFF) are used to 

transmit information to all participants [28]. 

3.3.1.3.4 CI FIELD (CONTROL INFORMATION FIELD) 

It contains information for the receiver of the telegram. Some of the values used are 

described in the following table (See Table 7). 

CI Field (HEX) Application 

0x51 The telegram contains data for the Slave 

0x52 Selection of the Slave 

0x72 The telegram contains data for the Master. 
Used to indicate the variable data structure in 

long frames 

0xBD Set Baud Rate to 9600 bps 

Table 7 Values of CI Field in M-Bus Telegram [28] 

3.3.1.3.5 USER DATA 

The user data in Long Telegrams include the data to be read from the slave. Two differ-

ent data structures are used. The fixed data structure which is limited and in contrast the 

variable data structure, which allows the transmission of more counter states in various 

codes and further useful information about the data. For this reasons the fixed data 

structure is not used in the development of the model [28]. 
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The variable data structure is composed first of a Fixed Data Header (FDH) and then a 

Variable Data Blocks (VDB). The FDH is described in the following table (See Table 

8). 

Byte Nr. Size (Byte) Value (Hex) Description 

1 – 4 4 xx xx xx xx M-BUS Interface Identification Number. 

(From 00000000 to 99999999.) 

5 – 6 2 xx xx Manufacturer’s ID 

7 1 0x00 Version Number of M-BUS Interface 

Firmware (always 00) 

8 1 0x02 Medium: Electricity 

9 1 xx Access Number (00 – FF) 

10 1 xx M-BUS Interface  

11 – 12 2 0x0000 Signature (always 0000) 

Table 8 Fixed Data Header (FDH) in M-Bus Telegram 

The VDB contains the data including information about coding, length and type. The 

upper limit for characters in the VDB is 234 bytes. [28] The following table (See Table 

9) describes the structure of VDB 

DIF DIFE VIF VIFE Data 

1 Byte 0-10 (1 Byte each) 1 Byte  0-10 (1 Byte each) 0-N Byte 

Data Information Block (DIB) Value Information Block (VIB)  

Table 9 Structure of a Data Record in M-Bus Telegram [28] 

The DIB contains at least one byte with a data information field (DIF), and can be ex-

tended by a maximum of ten data information field extensions (DIFE). The following 

table (See Table 10) describe what is contained in a DIF. 

 

 



 Communication Concept for Operation of Smart Grid Demonstrator 

43 

Bit Name Description 

7 Extension Bit Specifies if a DIFE Byte follows: 

0 = No    1 = Yes 

6 LSB of Storage Number Always at 0 

5 - 4 Functions Field Specifies the kind of the value, always at: 

00 = Instantaneous Value 

 

3 - 0 

 

Data Field 

Specifies how the data must be interpreted in 

respect of length and coding:  

0001: 8 Bit Integer 

0110: 48 Bit Integer 

Table 10 Coding of the Data Information Field (DIF) in M-Bus Telegram 

Each DIFE (maximum ten) contains also an extension bit. DIFE allows the transmission 

of information about the tariff and the subunit of the device from which the data come 

[28]. DIFE is not considered in the implementation of this model. The following table 

(See Table 11) shows the structure of a DIFE. 

Bit 7 6 5 4 3 2 1 0 

Extension Bit (Device) Unit Tariff Storage Number 

 Table 11 Coding of the Data Information Field Extension (DIFE) in M-Bus Telegram 

[28] 

After DIF the value information block (VIB) continues. This one is composed by at 

least one byte value information field (VIF) and can be expanded with a maximum of 

10 value information field extensions (VIFE) [28]. The following table (See Table 12) 

shows the structure of a VIF. 
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VIF (BIN) VIF (HEX) Description Unit 

10101000 0xA8 Power mW 

11111111 0xFF A further manufacturer specific VIFE 

follows 

Dimensionless 

Table 12 Coding of the Value Information Field (VIF) in M-Bus Telegram 

In case of VIF = FFh the next VIFE's and the data of this block are manufacturer specif-

ic. The manufacturer specific values defined for the model were as follow (See Table 

13). 

VIFE (BIN) VIFE (HEX) Description Unit 

00000000 0x00 3-Phase mW 

00000001 0x01 Phase 1 mW 

00000010 0x02 Phase 2 mW 

00000011 0x03 Phase 3 mW 

01010001 0x51 Grid Status Dimensionless 

10010000 0x90 Pmax mW 

10010001 0x91 Pmin mW 

Table 13 Manufacturer Specific VIFE Used in M-Bus Telegram 

3.3.1.3.6 CHECK SUM 

Check sum serves to recognize transmission and synchronization faults. It is calculated 

from the arithmetical sum of the data mentioned above, without taking carry digits into 

account. [28] 

3.3.1.4 PROCEDURES 

3.3.1.4.1 REQ_UD2 

This procedure is used by the M-Bus Master (CEMS) to receive data from the M-Bus 

Slave (Smart meter). The slave can either transfer its data with the RSP_UD or omits 
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the transfer if it did not receive the telegram correctly. The following table (See Table 

14) describe the structure of the REQ_UD2 which is a short frame.  

Byte Nr. Size (Byte) Value (HEX) Description 

1 1 0x10 Start character short telegram 

2 1 0x7B / 0x5B C-Field , Transmit Read-Out Data 

3 1 0x00 A Field – Primary Address. (00 for this model) 

4 1 xx CS Checksum – Summed from byte 2 to byte 3 

5 1 0x16 Stop character 

Table 14 REQ_UD2 Telegram for M-Bus 

3.3.1.4.2 RSP_UD 

This procedure is used by the M-Bus slave (Smart meter) to transfer the requested data 

to the M-Bus master (CEMS). The following table (See Table 15) describe the structure 

of the RSP_UD which is a long frame. 
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Byte Nr. Size (Byte) Value (HEX) Description 

1 1 0x68 Start character long telegram 

2 1 xx L-Field 

3 1 xx L-Field Repetition 

4 1 0x68  Start character long telegram repetition 

5 1 0x08 /0x18 C-Field RSP_UD 

6 1 0x00 A-Field, Primary Address (00 for this model) 

7 1 0x72 CI-Field 

8 – 11 4 0x00000000 M-BUS Interface Identification Number 

(00000000 for this model) 

12 – 13 2 0x0000 Manufacturer’s Mark (0000 for this model) 

14 1 0x00 Version Number of M-BUS Interface Firm-

ware (00 for this model) 

15 1 0x02 Medium: Electricity 

16 1 0x00 Access Number (00 for this model) 

17 1 0x00 M-BUS Interface (00 for this model) 

18 – 19 2 0x0000 Signature (0000 for this model) 

20 – 47 18 xx…xx User Data (see Table 16,Table 17,Table 18) 

48 1 0x0F / 0x1F DIF: 0F = no more data; 1F = other data to 

send 

49 1 xx CS Checksum, summed from byte 5 to 48 

50 1 0x16 Stop character 

Table 15 RSP_UD Telegram for M-Bus 

The user data included in byte 20 – 47 of the RSP_UD (See Table 15) corresponds to 

the grid status (See Table 16), maximum active power (See Table 17) and minimum 

active power (See Table 18). All data of these three tables must be included.  
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Byte Nr. Size (Byte) Value (HEX) Description 

20 1 0x01 DIF – 8 Bit Integer, 1 Byte 

21 1 0xFF VIF followed by Manufacturer specific VIFE 

22 1 0x51 Manufacturer specific VIFE: Grid Status 

 

23 

 

1 

 

0x 

Grid Status Colour 

0: Green 

1: Yellow 

2: Red 

Table 16 Grid status Telegram M-Bus 

Byte Nr. Size (Byte) Value (HEX) Description 

24 
1 0x06 DIF – 48 Bit Integer 

25 
1 0xA8 VIF: Active Power, mW; Followed by VIFE 

26 
1 0xFF VIFE followed by Manufacturer specific VIFE 

27 
1 0x90 VIFE: Pmax, mW; Followed by VIFE 

28 1 0xFF VIFE followed by Manufacturer specific VIFE 

 

 

29 

 

 

1 

 

 

0x 

Manufacturer specific VIFE: 

0: 3-Phase 

1: Phase 1 

2: Phase 2 

3: Phase 3 

30-35 6 xx xx xx xx xx 

xx 

Value: 3-Phase, Phase 1, Phase 2 and Phase 3 

Active Power 

Table 17 Maximum active power Telegram M-Bus 
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Byte Nr. Size (Byte) Value (HEX) Description 

36 
1 0x06 DIF – 48 Bit Integer 

37 
1 0xA8 VIF: Active Power, mW; Followed by VIFE 

38 
1 0xFF VIFE followed by Manufacturer specific VIFE 

39 
1 0x91 VIFE: Pmin, mW; Followed by VIFE 

40 1 0xFF VIFE followed by Manufacturer specific VIFE 

 

 

41 

 

 

1 

 

 

0x 

Manufacturer specific VIFE: 

0: 3-Phase 

1: Phase 1 

2: Phase 2 

3: Phase 3 

42-47 6 xx xx xx xx xx 

xx 

Value: 3-Phase, Phase 1, Phase 2 and Phase 3 

Active Power 

Table 18 Minimum active power Telegram M-Bus 

3.3.1.5 COMMUNICATION 

The M-bus physical layer is not considered for the implementation of this model. In 

order to replace it for a reliable communication; a web server is proposed for transfer-

ring the data required. In this case the M-bus telegram.  

A web server means that a computer with specific hardware and software is needed. For 

the implementation of the model proposed, only the software is considered in this thesis. 

The most important requirement for the computer is having a permanent internet ad-

dress also known as an Internet protocol address (IP). Concerning the software, it is 

required one for the host (server) and another for the client. The primary function of the 

host is that always waits for requests from the client and responds by sending the re-

quired data back. This is the same interaction encounter in an M-bus (Master-Slave) 

communication.  
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The request and response between host and client is done through HyperText Transfer 

Protocol (HTTP) which is a set of rules to facilitate the transfer of data. HTTP is a pro-

tocol mostly used for browsing the internet. It rides on top of Transmission Control Pro-

tocol (TCP) layer which defines the status of the connection used when transporting 

data. In case one packet get lost, it is re-transmitted. Moreover,TCP layer is on top of IP 

layer, which contains source and destination address [37]. 

The proposed topology (See Fig. 21) for this communication requires the CEMS as cli-

ent and the smart meter model located in a computer as server. Both devices are con-

nected in a LAN. The router and switch shown in this figure belong to the LAN of the 

FHOÖ and are not discussed in this thesis. 

 

Fig. 21 Web server LAN Topology 

The process of accessing the data from the Smart meter model starts with the client 

(CEMS) entering the Uniform Resource Locator (URL) of the server. An URL has the 

following form: 

http:[//host[:port]][/]path[?query] 

 Host: consist of an IP address. In this case the IP of the server. [38] 

 Port: in this case 8080 which is used to convey HTTP traffic. [38] 

 Path: consist in the name of the file in the server where the data is located. In 

this case, is called M-BusServer/RSP_UD. 
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 Query: containing a query string of non-hierarchical data. This data corresponds 

to REQ_UD2 (See Table 14). [38] 

A typical URL from the client could have the following form. http://127.0.0.1:8080/M-

BusServer/RSP_UD?REQ_UD2    

Once the appropriate action has been initiated by the client (CEMS), it sends out a re-

quest for the host (server). The IP address in the URL points to the host (server). The 

request is then forwarded to the server computer and passed on to the server software. 

The server software finds the requested RSP_UD. Once the file has been found, and if it 

receives the telegram of REQ_UD2 correctly. It sends a response to the client (CEMS) 

with the RSP_UD (See Table 15). If not, omits the response. 

3.3.1.6 ALGORITHM 

The software necessary for the implementation of a smart meter model requires the im-

plementation of a web server that waits for the request of the CEMS. Once the CEMS 

sends a request, the software must interpret the telegram and generate a new telegram 

with the appropriate response. The algorithm flowchart for this software is shown in the 

following figure (See Fig. 22). 
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Fig. 22 Smart meter model algorithm 

The condition that verifies if the REQ_UD2 is correct analyse if the fields start, control, 

address and check sum correspond to the telegram previously defined (See Table 14). 

The software necessary for the M-bus master in the CEMS requires the implementation 

of a client that request from the smart meter the necessary data. Once the CEMS re-

ceives the telegram, the software must interpret it. The algorithm flowchart for this 

software is shown in the following figure (See Fig. 23). 
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Fig. 23 M-Bus Master Algorithm 

The condition that verifies if the RSP_UD is correct analyse if the fields start, length, 

control, address, control information and check sum correspond to the telegram previ-

ously defined (See Table 15). 

3.3.2 CEMS-SAEMP GATEWAY COMMUNICATION 

The proposed concept includes a SAEMP gateway which reads the measurements (U, I, 

P) of the SAEMP and transmits them to the CEMS. Moreover, the CEMS must request 

the status of the SAEMP (On, Off). This requires a bidirectional communication. For 

this purpose a TCP/IP communication is proposed (See Fig. 24). Both devices are con-

nected in a LAN. The router and switch shown in this figure belong to the LAN of the 

FHOÖ and are not discussed in this thesis. 
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Fig. 24 CEMS- SAEMP Gateway LAN Topology 

The CEMS is connected to the SAEMP gateway through a socket network communica-

tion interface. A socket represents a single connection between two software, in this 

case a point to point connection. Socket-based software usually runs on two separate 

devices on the network. Sockets are bidirectional, which means that both sides of the 

connection are capable of sending and receiving data. Sometimes the application that 

initiates communication is called "client" and the other application "server," but this 

terminology leads to confusion in peer to peer networking and is not considered [39]. 

A TCP connection is defined by two sockets. In this case one is the SAEMP gateway 

ant the other the CEMS. A socket is defined by the combination of a network address 

(in this case an IP) and a port identifier. The purpose of ports is to distinguish multiple 

applications from each other. By using ports it makes possible that multiple connections 

on a single network interact at the same time.  

In order to communicate the SAEMP gateway and the CEMS both are connected via a 

switch. Both devices then must have an IP in the same subnet and a port.  

3.3.2.1 TELEGRAM FORMAT 

The communication protocol used was developed by EATON Corporation. According 

to them “It’s similar to “AT-commands”, but works directly with hexadecimal-

representations of the control-characters, rather than ASCII-characters in “AT-

commands”. 

In the following table (See Table 19) the telegram used is described. 
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Byte Nr. Size (Byte) Value (HEX) Description 

1 1 0x5A MCI_SER_START – Start Byte 

2 1 xx MCI_LEN – Length of the packet 

3 1 xx 

MCI_TYPE – Type of Payload: 

B1: MCI_PT_TX 

B2: MCI_PT_CONFIG 

C1: MCI_PT_RX 

C3: MCI_PT_STATUS 

D1: MCI_PT_FILES 

4 - XX XX xx..xx MCI_PAYLOAD 

XX + 1 2 xxxx MCI_CRC – CRC 16, by default, this is deac-

tivated 

XX + 2  1 0xA5 MCI_SER_STOP – Stop Byte 

Table 19 General packet format 

3.3.2.2 MEANING OF THE FIELDS 

The fields encountered in the frame are explained below. 

MCI_LEN (Length of the packet) 

This field shows the total number of bytes contained from Byte 3 until Byte XX+2.  

MCI_TYPE (Type of Payload) 

MCI_PT_TX is used for sending packets to the SAEMP. MCI_PT_RX is used for re-

ceiving messages from the SAEMP. MCI_PT_CONFIG is used to configure the 

SAEMP gateway. MCI_PT_FILES is used for handling memory content and Lists. 

MCI_PT_STATUS  is used for status messages, errors and configuration. 

MCI_PAYLOAD 

Contains specific bytes according the type of payload. This is described in detail be-

low.In the proposed model only the payload types MCI_PT_TX and MCI_PT_RX are 

used. 

MCI_PT_TX- Packets 

This packet is used by the CEMS in order to get the status (On, Off) of a specific 

SAEMP.  In the following table (See Table 20) the telegram used is described. 
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Byte Nr. Size (Byte) Value (HEX) Description 

1 1 0x5A Start Byte 

2 1 0x06 Length of the packet 

3 1 0xB1 Type of Payload 

4 1 x0 Number of the SAEMP(10-F0) 

5 1 0x0B Request for Status 

6 1 0x00 Status request - Not relevant 

7 1 0x03 Priority Standard 

8  1 0xA5 Stop Byte 

Table 20 MCI_PT_TX CEMS Telegram 

 

MCI_PT_RX- Packets: 

This packet is used by the SAEMP gateway in order to send to the CEMS the different 

measurements (U, I, P) or status (On, Off) of a specific SAEMP.  In the following table 

(See Table 21) the telegram used is described. 
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Byte Nr. Size (Byte) Value (HEX) Description 

1 1 0x5A Start Byte 

2 1 0x0D Length of the packet 

3 1 0xC1 Type of Payload 

4 1 xx 

MCI_TX_DATAPOINT: 

x_: Number of the SAEMP 

x2: Power (i.e 12 Power of SAEMP 1) 

x3: Current (i.e 23 Current of SAEMP 2) 

x4: Voltage 

5 1 xx MCI_RX_MSG_TYPE: 

62: Analog value 

70: Data contains info about current status 

6 1 xx 

MCI_RX_DATA_TYPE: 

00: MCI_RDT_NO_DATA 

11: MCI_RDT_UINT32_3POINT 

21: MCI_RDT_UINT16_1POINT 

22: MCI_RDT_UINT16_2POINT 

23: MCI_RDT_UINT16_3POINT 

7 1 xx 

MCI_RX_INFO_SHORT: 

00: Status is off 

01: Status is on 

8-11 4 xxxxxxxx 
MCI_RX_DATA: 

00000000: No data 

12 1 xx Received signal strength indication - Not rele-

vant 

13 1 xx Battery power - Not relevant 

14 1 xx Sequence number - Not relevant 

15 1 0xA5 Stop Byte 

Table 21 MCI_PT_RX SAEMP Gateway Telegram 

Fort the field MCI_RX_DATA (Byte 6) this is the data interpretation: 

 If Byte6=0x11 Value /1000 (0x00000000 = 0.000,  0xFFFFFFFF = 

4294967.295) 

 If Byte 6=0x21 Value /10  (0x0000 = 0.0, 0xFFFF = 6553.5) 

 If Byte 6=0x22 Value /100 (0x0000 = 0.00, 0xFFFF = 655.35) 

 If Byte 6=0x23 Value /1000 (0x0000 = 0.000, 0xFFFF = 65.535) 

3.3.2.3 ALGORITHM: 

The driver necessary for this communication requires two conditions, one of them must 

read the data sent from the SAEMP gateway and the other one must send a request to 
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the SAEMP gateway in order to know the status (On, Off) of a specific SAEMP. Both 

drivers must interpret the telegrams received. The algorithm flowchart for reading is 

shown in the following figure (See Fig. 25). 

 

Fig. 25 Reading data from SAEMP gateway algorithm 

The condition that verifies if the MCI_PT_RX is correct analyse if the fields start, 

length, type of payload, datapoint and stop correspond to the telegram previously de-

fined (See Table 21). 

The algorithm flowchart for requesting and reading data to the SAEMP gateway is 

shown in the following figure (See Fig. 26). 
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Fig. 26 Requesting and Reading data from SAEMP gateway algorithm 

After sending MCI_PT_TX (See Table 20) the software verifies if the MCI_PT_RX 

(See Table 21) received from the gateway is correct. If it is, the data is interpreted. If 

not, the request is repeated.  

3.3.3 SAEMP GATEWAY – SAEMP COMMUNICATION 

The hardware selected for this purpose is explained in [35]. The characteristics of the 

communication between these two devices are the following 

 An 868 MHz radio frequency communication between the two devices is used. 

This frequency is used for short range devices which fulfils the requirements for 

a household application 
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 The SAEMP gateway uses an 868MHz RF-channel which is regulated to a max-

imum 1% Duty Cycle.  

 The maximum frequency of sending MCI_PT_TX messages is 1 message per 

700ms. Nevertheless, there is a buffer of 4 messages built-in the SAEMP gate-

way. 

There was no need to incorporate anything in the communication of these two devices. 

The hardware used was ready for communication and only required an initial program-

ming of the devices involved with the purpose of assigning specific datapoints (See 

Byte 4 Table 20 and Table 21). 
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4 RESULTS 

This chapter is intended to provide a description of the results reached in the hardware-

in-the-loop simulation carried out with the aim of operating the smart grid demonstrator 

proposed. The figure below (See Fig. 27) gives an overview of the smart grid demon-

strator proposed. During the development of this thesis including [35] and [36], several 

simulations were performed in order to test and assess all the functionalities and interac-

tion between the hardware selected, communication proposed and software developed. 

 

Fig. 27 Smart grid demonstrator Layout 

The aim of testing is to validate the interaction between the consumer energy manage-

ment system (CEMS) with the smart meter model and the SAEMPs. Moreover, the re-

sponse of the SAEMPs and therefore the loads according to the inputs of the grid infor-

mation model 

The main functionalities that have been tested refer to: 
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 Communication between the PC1 that contains the CEMS and load models with 

the PC2 that contains the smart meter model and the grid information model 

 Communication between the PC1 and the SAEMP gateway 

 Communication between the SAEMPs and the SAEMP gateway 

For this simulation, electronic loads were used as it is explained in [35].  These loads 

need an external communication in order to set up the active power consumed. This 

communication is not considered in this thesis. All software used for this purpose was 

provided by the manufacturer and integrated into the whole system. 

In order to simulate the consumption of a household, a base load model was proposed 

by [36]. Local PV generation is also considered in the model. The suggested time for 

the simulation is 10 representative weeks of the year. Every cycle of the simulation rep-

resents a time interval of 15 minutes. After one cycle is finished all data is recorded for 

further analysis. For simulation purposes, hardware was modified [35] in favour of a 

fast simulation. Thanks to that, the average time of every cycle takes around 35 seconds 

and the whole simulation (10 weeks) is done in around 65 hours. 

4.1 COMMUNICATION BETWEEN DEVICES 

The communication between all the devices involved in the smart grid demonstrator has 

been tested to assess and evaluate all their functionalities. The communication and mes-

sage exchange between the components are shown in the following figure (See Fig. 28). 

The highlighted squares in blue were developed in this thesis  
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Fig. 28 Components and Communication of the Smart Grid Demonstrator 

The steps encountered in the communication are:  

1. SAEMPs sends the measurements (U, I, P) to the SAEMP gateway  

2. SAEMP gateway receive the measurements and send them to the SAEMP gate-

way driver located in the CEMS  

3. CEMS sends a request to the SAEMP gateway to know the status(On, Off) of 

the SAEMPs 

4. SAEMP gateway sends the statuses to the SAEMP gateway driver located in the 

CEMS 

5. The grid information model is sent to the smart meter model and then is send to 

the smart meter model driver located in the CEMS 

6. CEMS runs the load control algorithm  
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7. CEMS sends all the new statuses (On, Off) to the SAEMPs through the SAEMP 

gateway 

8. The first step is repeated 

4.2 FUNCTIONALITY TESTING OF THE SAEMP – SAEMP GATEWAY DRIVER COM-

MUNICATION 

The aim of this test is the validation of the functionality of the communication between 

the SAEMPs and the CEMS. As is explained in 4.1, the first step in the communication 

is the sending of measurements of voltage, current and power of every load to the cus-

tomer energy manager system (CEMS). Three simulations were performed for this pur-

pose. Every simulation consists of 10 representative weeks of the year. The time inter-

val for every cycle of the simulation is 15 minutes. The total number of cycles in every 

simulation is 6720. Every cycle of the simulation was recorded for analysis; in case the 

measurements were not received, an error is recorded and the simulation continuous. In 

this case all data sent in the three simulations from all SAEMPs to the SAEMP Gateway 

driver located in the CEMS were successfully received and interpreted. 

4.3 FUNCTIONALITY TESTING OF THE CEMS – SAEMPS COMMUNICATION 

Concerning this test, there are two functionalities that were approached. The first one is 

the third communication step mentioned in point 4.1 which sends a request to the 

SAEMP gateway in order to know the status (On, Off) of all the SAEMPs in the simula-

tion. The conditions of the simulation are explained in point 4.2. Every cycle of the 

simulation was recorded for analysis; in case any of the status sent by the SAEMPs 

were not correct, an error is recorded and the simulation continuous. The following ta-

ble (See Table 22) shows the percentage of incorrect statuses read in the three simula-

tions. 
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 Washing Machine 
(SAEMP1) 

Electric Vehicle 
(SAEMP2) 

Heat Pump 
(SAEMP3) 

Simulation 1 0% 0,01% 0,02% 

Simulation 2 0,04% 0,08% 0,08% 

Simulation 3 0,01% 0% 0,04% 

Table 22  Reading of SAEMPs statuses error percentages 

The second functionality is the seventh communication step mentioned in point 4.1 

which send the new status to the different SAEMPs. This is only done when the previ-

ous status and the new status are not the same in order to reduce traffic in the communi-

cation. Both functionalities were tested also in three different simulations. The follow-

ing table (See Table 23) shows the percentage of incorrect statuses sent in the three 

simulations.  

 Washing Machine 
(SAEMP1) 

Electric Vehicle 
(SAEMP2) 

Heat Pump 
(SAEMP3) 

Simulation 1 0,02% 0,13% 0,14% 

Simulation 2 0,19% 0,43% 0,32% 

Simulation 3 0,04% 0,11% 0,20% 

Table 23 Setting of SAEMPs statuses error percentages 

The main reason for these errors in both functionalities is due to the implementation of a 

fast simulation and the breaking of requirements of the SAEMP gateway. In point 4.5 

the reason of this problem and solution is explained in order to get the minimum per-

centage of errors. 

4.4     FUNCTIONALITY TESTING OF THE CEMS – SMART METER MODEL COMMU-

NICATION 

The validation of the functionality of this test corresponds to the fifth communication 

step mentioned in point 4.1 which receives the grid information composed of grid status 

(green/yellow/red) and maximum and minimum active power from the smart meter 
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model. The conditions of the simulation are the same explained in point 4.2. In case any 

of the grid information was not correct, an error is recorded and the simulation continu-

ous. 

Given that this communication was implemented with TCP/IP which has the functional-

ity that in case one packet gets lost, it is re-transmitted, all data requested from the 

CEMS to the Smart meter model was successfully received and interpreted. 

The data shown (See Fig. 29) reflects the specific grid status and the maximum and 

minimum active power limits during the first selected week of the simulation. The new 

Pmax ,Pmin,  and grid status are set at the same time in the simulation. In the case indicated 

by point 1 in Fig. 29 the grid status changed from green to green but the Pmax and Pmin 

changed. On the contrary, how is seen in point 2 where the grid status changed from 

yellow to red and Pmax and Pmin changed as well.   
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Fig. 29 Grid status and power limits during one week 
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4.5 HARDWARE COMMUNICATION LIMITATIONS 

The SAEMP gateway according to the manufacturer uses an 868MHz RF-channel 

which is regulated to a maximum 1% Duty Cycle. This means that a device must not 

occupy the channel for more than 36s within 1 hour. 

For this reason, the SAEMP gateway has an RF-time-account unit which takes care to 

accomplish the regulation needs. 

The minimum time that the SAEMP send measurements is every 10 minutes to comply 

with regulations. In order to implement a fast and reliable simulation the hardware was 

modified [35] so the measurements are sent every 16 seconds. Previous tests to those 

shown in this thesis presented several failures in the communication due to the breaking 

of the regulation. Therefore, it was implemented in the application a control for the time 

account with the purpose to stop the simulation for 5 minutes if an overload message is 

received so the SAEMP did not jam. After implementing this feature the communica-

tion errors (See Table 22 and Table 23) account is less than 1% in every simulation.  
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5 CONCLUSIONS 

This chapter reviews the main findings in this thesis, draws conclusions, identifies and 

propose future research work 

A literature review was made in this thesis on information and communications tech-

nologies for smart grids, their integration to the power system and the constraints for a 

bidirectional communication between utilities and consumers. 

The review structures the previous research in ICT architectures. Different communica-

tions network architectures are proposed for smart grids such as those suggested by Na-

tional Institute of Standards and Technology (NIST), CEN-CENELEC-ETSI and IEC.   

Each one of those varies depending on the particular needs and depth required. Com-

munication network can be classified by data rate and coverage range, this includes 

home area network (HAN), building area network (BAN) and industrial area network 

(IAN) used in customer premises. Neighbourhood area network (NAN), field area net-

work (FAN) for a large number of consumers and wide area network (WAN) for con-

trol, monitoring, and protection. An evaluation of wired and wireless communication 

technologies in terms of data rate and coverage distance is also presented. 

The review further identifies two factors for the integration of ICT into a smart grid 

demonstrator, namely the traffic light model and the meter bus protocol. The review 

structures previous research based on the TLM, conditions, current status and opportu-

nities for the implementation of this model in the distribution grid. It also evaluates the 

requirements of the M-Bus protocol which is used in smart meters as an opportunity for 

transmitting data to the customer premises from the distribution grid.  

The review also includes a revision of the current smart grid demonstrators in Europe, 

its lines of research like grid management, storage, demand response and ICT. It was 

found that relatively a small percentage of the projects focused in ICT conducted re-

search with wireless technologies. Those who focused on this line mainly use Wi-Fi and 

3G.  
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Grid Information Model 

The grid information model composed of 2 main inputs: grid status level represented 

with the three states of the traffic light model (green/yellow/red) and grid limits which 

are the maximum and minimum active power limits are the inputs for the smart grid 

demonstrator. This approach is a low effort but very effective way to support load shift-

ing in the distribution grid. The main purpose of using these parameters is to keep the 

distribution grid stable.  For a more realistic simulation, the grid information model has 

to take into consideration the behaviour of the distribution grid which is not considered 

in this thesis. Generation of distributed energy resources and consumption plays an im-

portant role in the selection of the grid status and the active power limits. The imple-

mentation of this smart grid demonstrator brings new insights for the development of 

the conditions required for every status, especially the yellow status which is the most 

broadly discussed at the moment. 

Smart Meter Model 

M-Bus was used for communication inside the customer premises between the smart 

meter and the CEMS. The grid information was communicated via smart meter model. 

The data telegram in M-Bus features a segment for non-standardized data which was 

used to transfer the grid information model to the CEMS. Even thought, the physical 

layer could not be used in this thesis for the communication between M-Bus master 

(CEMS) and M-bus slave (smart meter), a similar topology was proposed with a web 

server and a client. The server always waits for requests from the client and responds by 

sending the required data back. This is the same interaction found in an M-bus (Master-

Slave) communication. As it shown in the results all data was successfully transferred 

due to TCP/IP characteristics. Further implementation of a real smart meter is required 

for a complete integration of all the devices involved in this smart grid demonstrator. A 

two-way communication is required for a realistic approach. 

SAEMP Gateway Driver 

The proposed concept includes one application which reads the measurements (U, I, P) 

and the statuses (On, Off) of the SAEMPs and interprets the data for optimization use in 

the CEMS. The other application developed request the status of the different SAEMPs 
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in the demonstrator. Bidirectional communication was used with TCP/IP connection 

defined by two sockets. In this case, one is the SAEMP gateway ant the other the 

CEMS.  

Some errors were detected in both applications due to the implementation of a fast sim-

ulation and the breaking of manufacturer requirements of the SAEMP gateway. Never-

theless, the total percentage of errors in the communication is less than 1% in every 

simulation. For further development of products, it is recommendable to include failsafe 

algorithms to avoid this kind of issues.  

Accelerated simulation 

After modifications in the hardware of the smart grid demonstrator the total average 

time required for every cycle of the simulation is 35 seconds. A whole year of a house-

hold consumption can be simulated during 14 days by respecting hardware constraints. 

5.1 FUTURE WORK 

In future work, it would be interesting to investigate the interaction of the grid status 

and the grid limits by modelling the distribution power grid. Establishing conditions and 

parameters for this purpose is required. 

For a realistic development of the smart grid demonstrator, the integration of real hard-

ware is required. Hardware like a smart meter, a most convenient CEMS and real flexi-

ble loads like a washing machine, dish- washer, electric vehicle, heat pump for mention-

ing some. The introduction of a real or simulated storage system is also recommended 

for improving the use of local PV.  

The use of distributed energy resources in this smart grid demonstrator was simulated; 

the integration of real DER into the demonstrator brings realistic interaction to the sys-

tem which main idea is the exploitation of these resources. 

The communication path, technologies, and requirements between the distribution grid 

and the end consumer in order to transmit the grid information composed of grid status 

(green/yellow/red) and grid limits (Pmax and Pmin) could be considered for future research. 
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Implementation of distributed consoles with the characteristics to simulate generation 

and consumption in a distribution grid will provide a more realistic approach to the use 

of the grid information. Analysing the effect and constraints of the communication in 

such a system will give a closer overview of the role that can play the use of ICT for 

stabilizing the distribution grid.    
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6 LIST OF ABBREVIATIONS  

Abbreviation Explanation 

BAN Building Area Network  

BAU Business as Usual  

BDEW German Association of Energy and Water Industries 

BEA Building Energy Agent  

C Field  Control Field 

CEMS Costumer Energy Management System 

CEN European Committee for Standardization 

CENELEC European Committee for Electrotechnical Standardization 

CI control information field 

D&D Demo & Deployment 

DER Distributed energy resources  

DG Distributed Generation  

DIB Data Information Block  

DIF Data Information Field  

DIFE Data Information Field Extensions  

DR Demand Response  

EPRI Electric Power Research Institute 

ESOs European Standards Organizations  

ETSI European Telecommunications Standards Institute 

EU European Union 

EV Electric Vehicles  

FAN Field Area Network  

FDH Fixed Data Header  

GIM Grid Information Model 

HAN Home Area Network  

HIL Hardware-in-the-loop 

HTTP HyperText Transfer Protocol 
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I Current 

IAN Industrial Area Network  

ICT Information Technology and Communications  

IEC International Electrotechnical Commission 

IP Internet protocol address  

L Field  Length Field 

LAN Local Area Network 

M-bus  Meter Bus 

NAN Neighbourhood Area Network  

NIST National Institute of Standards and Technology  

P Power 

PV Photovoltaics 

R&D Research & Development  

RES Renewable Energies  

RF Radio Frequency  

SAEMP Switching actuator with energy measurement and protection  

SG Smart Grid 

SGA TP Technology Platform Smart Grids Austria  

SGAM Smart Grid Architecture Model 

TCP Transmission Control Protocol 

TLM Traffic Light Model 

U Voltage 

URL Uniform Resource Locator  

VDB Variable Data Blocks  

VIB Value Information Block  

VIB Value Information Block  

VIF Value Information Field  

VIFE Value Information Field Extensions  

WAN Wide Area Network  
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